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1. Introduction

1.1.Purpose.

The purpose of this document is to communicatevanview of the hardware
requirements for the InnoVote MyVotronic directoeting electronic (DRE) voting
machine. The document provides a descriptionguiired hardware components and
basic hardware operations that the components lneusble to perform.

In addition to an overview of the hardware desthis document also provides basic
requirements for low-level operating system funasio The parts of this document
that address software control of hardware comperemet applicable to low-level
design of the operating system, “MyVotronic OS.”

The intended audience of this document is the designd any other persons
interested in the project, including election refaactivists, computer security
professionals, hardware designers, political figwh an interest in election reform,
and potential buyers of the design.

1.2.Scope.

InnoVote MyVotronic is one component of an intenaixe line of products. Itis a
direct recording electronic voting machine thattegors the required hardware
features for certain election accountability featuof SecureDRE [ref. 6] to operate.

The MyVotronic is similar in most respects to exigtvoting machines; however, as
described in section 82.4, it contains featuresdbanot exist on all (for some
featuresany) currently manufactured products.

The proposed design does not require the develdpoh@ew technologies. It uses
existing hardware components and technologies.tH®reason, this document does
not provide detailed electrical schematics foritbedware, but rather, an overview of
the basic hardware operations that MyVotronic npestorm to be fully compatible
with SecureDRE and equivalent software and thusigeathe full accountability and
security that is warranted.

MyVotronic OS is the proposed operating systentherMyVotronic hardware. This

document assumes that MyVotronic OS is the opeyatystem actually deployed on
the MyVotronic.
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1.3. Definitions, Acronyms, and Abbreviations.

* ASCII: American Standard Code for Information Interagra single-byte character
encoding system used widely in computers.

» County computer The computer in a County central election officat is running
central tabulation software, in this document as=iito be ReliaVote CS.

» County Refers to either a county or parish in a state.

» Database Refers to any relational database stored omaoMote product. All
InnoVote products’ databases use the same relasohama, so “Database” can refer
to any database used by an InnoVote software ptoduc

» Database management systefine software that is used to establish, conégand
maintain a database.

» DRE: Direct Recording Electronic voting machine.

* InnoVote Working name of the product line.

» |IP: Internet Protocol, the standard protocol usetthéninternet. IP version 6 is the
preferred version for InnoVote products.

» MyVotronic: The DRE machine on which SecureDRE will oper&idyVotronic-
compatible” refers to a hardware product that aarogom the same functions as the
MyVotronic DRE machine.

* MyVotronic OS The operating system for the MyVotronic machine.

» Packet The basic unit of data transmitted over a neltwdk packet’s size depends
on various characteristics of the network, as aglithe amount of data being sent.

» Precinct computerThe computer in a Precinct that is running Ré&die PE.

» Precinct Refers to the physical site at which people ba#ibts on Election Day,
whethercalled a “precinct” by local government or not.

« RAM: Random Access Memory, the memory of a computgrrequires electrical
power to retain data. Synonymous in this documaittt “temporary memory.”

* ReliaVote CS ReliaVote Central Server, the software operating central
computer in each county, whose attributes are défin reference [4]. “ReliaVote
CS-compatible” refers to a software product that parform the same functions as
the ReliaVote Central Server software.

» ReliaVote PE ReliaVote Precinct Edition, the software opergton a computer in
each precinct, whose attributes are defined ireat® [5]. “ReliaVote PE-
compatible” refers to a software product that carfiggm the same functions as the
ReliaVote Precinct Edition software.

» SecureDRE The election software that executes on the Irmte\WlyVotronic
hardware. Its high-level attributes are definedeiierence [6]. “SecureDRE-
compatible” refers to a software product that cariggm the same functions as the
SecureDRE software.

* TCP/IP. Transmission Control Protocol/Internet Prototiog protocols used for
most data transfers on the Internet at the tranhspar network layers.
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1.5.0verview.

The remainder of this document is organized infdflewing fashion:

Section 2: Contains a brief overview of operatithre the hardware will need to
perform and a high-level description of necessargllwvare components.

Section 3: Contains a detailed description of Ware operations, including the
hardware components that will be involved in eggération.
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2. Overall Description

2.1.Hardware Functions.

The MyVotronic direct recording electronic votingohine must be able to perform
the following hardware operations:

Power on

Charge a replaceable battery

Perform standard mathematical and string operaitbn data
Write data to temporary memory

Read data from temporary memory

Accept input from a touchscreen device
Accept input from a modified keyboard
Accept input from a network adapter

Send output to a network adapter

10. Accept input from an optical scanner

11. Store data on a magnetic disk

12. Retrieve data from a magnetic disk

13. Delete data from a magnetic disk

14. Physically erase data from a magnetic disk
15. Send output to a screen

16. Send output to a printer

17. Regulate the temperature of the system
18. Maintain record of the condition of the battery
19. Display the condition of the battery

20. Perform emergency backups

21. Maintain an internal clock

22. Power off

CoNoOOrWNE

2.2.Hardware Components.

The MyVotronic direct recording electronic votingomine will require at least the
following hardware components:

* Advanced Configuration and Power Interface (ACRIjpliant power supply
* AC adapter

e Lithium ion battery

* Power on/off button

* Cooling fan

* Thermal sensor

» System bus
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Microprocessor

Random-access memory (RAM)

Direct Memory Acecss (DMA) module and controller
Integrated device electronics (IDE) controller
Hard disk

System board

System (CMOS) clock

System timer

CMOS battery

Modified keyboard

Display adapter (or Video adapter)

Display screen

Touchscreen

Printer port and printer

Bar code scanner

2.3.Component Diagram for MyVotronic.

Figure 1 shows a diagram of the components that dtiywiic requires. Boxes
represent hardware components. Connecting liresent bidirectional data flow
between one component and another, or, in theafdbe ACPI Power Supply and
the hardware devices to which it is directly cortadcthe connecting lines represent
the flow of electrical current from the power supfn another device.

Figure 1: Component Diagram.
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2.4.Differences Between MyVotronic and Existing Voting Machines.

The MyVotronic hardware design is similar to exigtvoting machines, with three
notable exceptions:

* Modified keyboard The MyVotronic hardware contains a special keykddo
allow write-in candidates to be entered electrdiyand printed on the
ballot/receipt. This keyboard contains the lettdrthe English alphabet, the
space bar, the hyphen, the period, the comma,hendpostrophe. The keyboard
will not contain any other keys. Because of theesige of a Shift or Caps Lock
key, the names of write-in candidates will be injputapital letters.

* Printer Some voting machinet contain printing devices that print a receipt or
“paper trail.” The MyVotronic hardware also comsione of these. The printer
is internal to the voting machine but easily sezaiale for paper replacements. It
can be a thermal printer similar to that on a faachine, or an ink-based printer.
If it is uses ink, the printer must be designedhsa ink cartridges can be easily
serviced.

» Bar code scannerfor accountability purposes, the SecureDRE gatimitware
stores a record of individually cast votes rathantjust accumulated tallies. For
equal protection as required by United States kaNots cast on an electronic
voting machine must be modifiable until the votesatisfied with his/her
choices. The SecureDRE software provides for neadibn of votes even after
the MyVotronic printer has printed a receipt; tfaature is performed easily
enough because every ballot is uniquely identiéidy the machine by means of
a bar code. The MyVotronic contains a bar codearseathat reads a ballot bar
code and converts it to a digital/binary format ffoocessing.

2.5.User Classes.

MyVotronic OS will have a relatively simplistic usgrivilege model. Most of the
security measures to protect the election data feonpering are implemented in the
SecureDRE software and the database managemesmsigstthe MyVotronic’s
database. However, the operating system doestaekstinguish between classes of
‘users.”

2.5.1. Operating System

MyVotronic OS itself is a user class. As with aperating system, it must be able to
perform any operation on any hardware compondmhust be able to grant and
revoke user privileges for other user classes. Qperating System will handle
hardware resource requests from other users amchtdl or deallocate as its
programming dictates.
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2.5.2. General User

MyVotronic OS does not provide for user logins; lewer, any instance of a software
product (including SecureDRE) executing on a My¥ntc machine is granted
General User privileges by the Operating System.

A General User cannot seize any hardware resourcently being utilized by
another General User. If a General User needsd@unardware resource, it must
make a request to the Operating System, whichrtengrant or deny the request.

2.5.3. “Dirty” Data

Any data received from a network adapter are mabletthe Operating System as
“dirty.” This designation applies to encrypted amahencrypted data. The Operating
System will not allow dirty data to be executedrestructions.

If the dirty data arrive when the Operating Systemot processing any General
User’s request for the network adapter, the Opagelystem assumes that the
packets are untrustworthy and discards them. i$hasvalid assumption if
SecureDRE is installed on the system; if Secure@REecuting, then it has been
granted General User privileges and will have retpeethe network adapter almost
immediately. (As shown in [6], its first operatiapon loading is to identify itself on
the network, an operation that requires the netvaoidpter.) After SecureDRE has
loaded, it is the only user with a legitimate némdexternal data.

If the dirty data arrive when the Operating Systsprocessing a General User’s
request for the network adapter, the Operatingedystssumes that the packets are
intended for that General User. The Operatingesygiives that User permission to
deem the packets “clean.” The User “cleans” thta & determining if the packets
are encrypted with a valid key. The Security Festwf SecureDRE [7] and the
authentication scheme of precinct-level networksipkcribe what constitutes a valid
key. Cleaned data are given the same permissgpoasseneral User.

It should be noted that the Operating System asstina¢ General Users are
trustworthy. In practice, the only General Uséia should be using the MyVotronic
are the database management system, which doesmwct to a network, and
SecureDRE, which is a trustworthy software applicabecause it will authenticate
data packets from the network.
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2.6.Deployment of the Product.

Figure 2 shows the deployment diagram for all Ino@jroducts and necessary
third-party components. Items that this documescdbes are surrounded with thick

boxes.

Figure 2. Deployment Diagram.
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3. Specific Requirements

3.1.Functional Requirements.

The features described in this section are operaitioat are necessary for correct and
useful operation of the MyVotronic DRE machine &mel SecureDRE software that
executes thereon.

3.1.1. System Feature 1. Power on

3.1.1.1. Purposeof Feature

This feature allows the system to receive eledtdoarent from either a direct-
current source (such as a battery) or an altempatimrent source and convert it to
direct current. All other operations of the systamquire electrical current to
perform.

3.1.1.2. Required Hardware Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply
» AC adapter or lithium ion battery
* Power on/off button

3.1.2. System Feature 2: Charge battery

3.1.2.1. Purposeof Feature

This feature allows the replaceable battery to gharhen the MyVotronic
machine is connected to an alternating-current peaerce. The battery should
stop charging when it is completely charged.

3.1.2.2. Required Hardware Components
The following components of 82.2 are necessargdorect execution of this
feature:

* ACPI power supply

* AC adapter
e Lithium ion battery

MyVotronic Hardware and Operating System Overview 0 4



3.1.3. System Feature 3: Perform mathematical and  string operations
on data

3.1.3.1. Purposeof Feature

This feature allows the system to perform matherab#ind text-string operations
on data. All operations should be able to be reduo one or more true-false
operations that can then be mapped to an electiicaiit.

Essentially, this feature requires that the systentain at least one processor and
a means of sending data and operations to thegsoceThe feature also requires
that MyVotronic OS utilize an efficient process-edhling algorithm.

3.1.3.2. Required Hardware Components
The following components of 82.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

3.1.4. System Feature 4: Store data in memory

3.1.4.1. Purposeof Feature

This feature allows the system to store data irptaary memory (RAM) for
future processing. It is assumed that the dataowgdinate either from hardware
input or from an operation performed by the micom@ssor on existing data.
This feature is necessary for correct operatioBexfureDRE.

This feature requires that MyVotronic OS employe#ficient memory
management algorithm.

3.1.4.2. Required Hardware Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

* RAM

MyVotronic Hardware and Operating System Overview 1 4



3.1.5. System Feature 5: Retrieve data from memory

3.1.5.1. Purposeof Feature
This feature allows the system to retrieve datenfRAM for processing. The
feature is necessary for correct operation of SH2RE.

3.1.5.2. Required Hardware Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

 RAM

3.1.6. System Feature 6: Accept input from a touch  screen

3.1.6.1. Purposeof Feature

This feature allows the system to accept input feotnuchscreen and store it in
temporary memory for further manipulation. Numersoftware features of the
SecureDRE software (reference [6]) require thaintlaehine accept input from a
touchscreen and store it.

3.1.6.2. Required Hardware Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

* AC adapter or lithium ion battery
» System bus

* Microprocessor

 RAM

* Display adapter

» Display screen

* Touchscreen
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3.1.7. System Feature 7: Accept and display input  from a keyboard

3.1.7.1. Purposeof Feature

This feature allows the system to accept input feokeyboard and store it in
temporary memory for further manipulation, therpthy the input on a display in
a user-viewable manner. The SecureDRE softwarebpe of casting a vote for
a write-in candidate requires the successful oeraif this feature.

3.1.7.2. Required Hardware Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

 RAM

* Modified keyboard

» Display adapter

» Display screen

3.1.8. System Feature 8: Accept input from a netwo  rk adapter

3.1.8.1. Purposeof Feature

This feature allows the system to accept input feonetwork adapter and store it
in temporary memory for further manipulation. Nuowes software operations of
SecureDRE require that the MyVotronic accept daimfa network adapter and
store it for processing.

3.1.8.2. Required Hardware Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

* RAM

* Network adapter
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3.1.9. System Feature 9: Send output to a network  adapter

3.1.9.1. Purposeof Feature
This feature allows the system to send output fmaam memory to a network
adapter.

3.1.9.2. Required Hardware Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

 RAM

* Network adapter

3.1.10. System Feature 10: Accept input from an op tical scanner

3.1.10.1. Purpose of Feature

This feature allows the system to accept input fesnoptical scanner and copy it
into memory for processing. The SecureDRE softwaeration of modifying a
printed ballot requires the successful operatiothisffeature.

3.1.10.2. Required Hardwar e Components
The following components of 82.2 are necessargdorect execution of this
feature:

» ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

* RAM

» Bar code scanner
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3.1.11. System Feature 11: Store data on a magneti c disk

3.1.11.1. Purpose of Feature

This feature allows the system to write data toagmetic disk for storage. Itis
assumed that the disk will retain its data evenmthe MyVotronic machine is
powered off. This feature is necessary for coropetration of SecureDRE.

3.1.11.2. Required Hardwar e Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

« RAM

*  DMA module and controller

* IDE controller

» Hard disk

3.1.12. System Feature 12: Retrieve data from a ma gnetic disk

3.1.12.1. Purpose of Feature

This feature allows the system to retrieve datenfeomagnetic storage disk and
copy it into a memory buffer for processing. Numes software operations of
SecureDRE require the successful execution off¢iaituire.

This feature requires that MyVotronic OS employe#iicient disk-reading
algorithm.

3.1.12.2. Required Hardwar e Components
The following components of 82.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
* System bus

* Microprocessor

* RAM

*  DMA module and controller

» IDE controller

* Hard disk
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3.1.13. System Feature 13: Delete data from a magn etic disk

3.1.13.1. Purpose of Feature

This feature allows the system to make data stoneal magnetic storage disk
inaccessible to high-level software operationsis Diperation does not physically
remove the data from the disk, but places an indiigan the disk immediately
before the data that indicates that it is “delete@he data can still be recovered
until overwritten. Numerous software operation§etureDRE require the
successful execution of this feature.

3.1.13.2. Required Hardwar e Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

* RAM

 DMA module and controller

» IDE controller

* Hard disk

3.1.14. System Feature 14: Physically erase dataf rom a magnetic disk

3.1.14.1. Purpose of Feature

This feature allows the system to physically exdeta from a magnetic disk or
“format” some part of the disk. With most existimggnetic disks, repeated
execution of this operation will make recovery loé data extremely difficult.

3.1.14.2. Required Hardwar e Components
The following components of 82.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

* RAM

DMA module and controller

* IDE controller

* Hard disk
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3.1.15. System Feature 15: Send output to a screen

3.1.15.1. Purpose of Feature

This feature allows the system to send data ta@ovadapter for displaying it on
a screen. The feature is necessary for correcatpe of the SecureDRE
software.

3.1.15.2. Required Hardwar e Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

* AC adapter or lithium ion battery
» System bus

* Microprocessor

* RAM

* Display adapter

» Display screen

3.1.16. System Feature 16: Send output to a printe r

3.1.16.1. Purpose of Feature

This feature allows the system to send data torggprfor printing on paper. The
SecureDRE software operation of printing a bakofuires the successful
operation of this feature.

This operation needs to be interrupt-driven. #s will be to print a ballot, a
SecureDRE function that is of great practical int@oce in an election. Despite
the inherent slowness of a printer as comparedtoeessor, the system needs to
halt all other operations until the paper ballat Finished printing.

3.1.16.2. Required Hardwar e Components
The following components of 82.2 are necessargdorect execution of this
feature:

» ACPI power supply

» AC adapter or lithium ion battery
» System bus

* Microprocessor

 RAM

* Printer port and printer
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3.1.17. System Feature 17: Regulate temperature of hardware
components

3.1.17.1. Purpose of Feature
This feature allows the system to detect the teatpex of hardware components
and cool the system as necessary by operatingtherfother cooling device.

3.1.17.2. Required Hardwar e Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

* AC adapter or lithium ion battery
* Cooling fan

* Thermal sensor

3.1.18. System Feature 18: Maintain status of batt ery

3.1.18.1. Purpose of Feature

This feature allows the system to maintain theustaf the battery used for
powering the machine. The system must be abletectthe charge level of the
battery when it is being used as the primary paoerce as well as the condition
of the battery when the system is using AC power.

3.1.18.2. Required Hardwar e Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

* AC adapter (when battery is not source of power)
e Lithium ion battery

* Microprocessor

» System bus

* RAM
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3.1.19. System Feature 19: Display status of batte ry

3.1.19.1. Purpose of Feature
This feature allows the system to display the stafithe battery when it is either
not able to charge or has extremely low power.

3.1.19.2. Required Hardwar e Components
The following components of 82.2 are necessargdorect execution of this
feature:

* ACPI power supply

* AC adapter (when battery is not source of power)
e Lithium ion battery

* Microprocessor

» System bus

* RAM

» Display adapter

» Display screen

3.1.20. System Feature 20: Emergency backup

3.1.20.1. Purpose of Feature

This feature allows the system to perform an enmergeave of the current
contents of volatile memory (RAM) to the hard digken the battery is very low
on power, not present, or not able to charge. Whemattery is the source of
power and is low on power, the system powers ddtem successfully writing
the data to disk.

3.1.20.2. Required Hardwar e Components
The following components of 82.2 are necessargdorect execution of this
feature:

* ACPI power supply

* AC adapter (when battery is not source of power)
» Lithium ion battery

* Microprocessor

» System bus

* RAM

DMA module and controller

» IDE controller

* Hard disk
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3.1.21. System Feature 21: Maintain internal time

3.1.21.1. Purpose of Feature

This feature allows the system to maintain an maktime from which it will
derive and synchronize software-based clocks. Nousesoftware operations of
SecureDRE require the successful execution off¢iaituire.

3.1.21.2. Required Hardwar e Components
The following components of §2.2 are necessargdorect execution of this
feature:

CMOS battery
« CMOS system clock
e System timer

3.1.22. System Feature 22: Power off

3.1.22.1. Purpose of Feature
This feature allows the system to shut off all neack operations except for
System Feature 2, “Charge battery.”

3.1.22.2. Required Hardwar e Components
The following components of §2.2 are necessargdorect execution of this
feature:

* ACPI power supply

» AC adapter or lithium ion battery
» Power on/off button
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3.2.Performance Requirements.

The features described in this section are req@ngésnthat are necessary for
MyVotronic to operate in a reasonable amount oétonunder normal conditions.

3.2.1. Performance Requirement 1: Process data qui  ckly

Most operations of MyVotronic require the use ehi@roprocessor to manipulate
data. Because of the data-intensive nature ofiagzanachine’s operations, the
processor must be able to process data very rapidig designer’s vision of the
MyVotronic is a single-processor machine; howettes,design could be adapted to a
multiprocessor model. If the MyVotronic is implented as a uniprocessor, the
designer suggests that the processor speed kestRl& GHz (2.5 billion operations
per second).

3.2.2. Performance Requirement 2: Store and retrie  ve data quickly

Many operations of MyVotronic require that datasb@red (written) and retrieved
(read) from various media. Most storages andenedis will be from the RAM or
main memory; however, data will also be storedrenhard disk. As with
Performance Requirement 1, the data-intensive eatuthe MyVotronic’s operations
necessitate that all data operations involvingRA®& and the hard disk be performed
rapidly.

3.2.3. Performance Requirement 3: Function in broa d temperature
range

The MyVotronic needs to operate correctly in a drteamperature range. It cannot
be assumed that the machine will always operatemditioned locations; therefore,
it needs to operate correctly when the surroundintemperature is in the range of
—40 to +125 degrees Fahrenheit.

3.2.4. Performance Requirement 4. Operate on batte ry power long
enough to complete election

In the event of a power failure during an electithre, MyVotronic’s battery must,
when fully charged, be able to sustain power fdeast 12 hours before it must
perform System Feature 20, “Emergency backup.”s Téguirement assumes intense
use of hardware components, as would be expectathdtertain elections.
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3.2.5. Performance Requirement 5: Recharge battery  in 24 hours or
less

When connected to a steady source of AC powelsytsiem must be able to recharge
a battery from the fully discharged state to fuharged. This requirement assumes
that the battery is “good” and able to hold a ckarg
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