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1. Introduction

1.1.Purpose.

The purpose of this document is to communicatewilgge or access policy for the
databases used by InnoVote software products.ddbement provides a list of
privileges that every software operation of an Maig software product will need
for correct functionality.

The intended audience of this document is the dgeeland any other persons
interested in the project, including election refaactivists, computer security
professionals, political figures with an interaseiection reform, and potential
buyers of the design.

1.2.Scope.

The InnoVote line of election products will needstore election data in databases.
In deployment, every InnoVote system will have ealadatabase and DBMS. Since
the integrity of the election data is of paramaumportance, these databases must be
designed to protect sensitive data. Existing eladatabases allow easy
modification of sensitive data and rely on an “hiogigstem” for election officials and
election software vendors.

As is described in references [2], [6], [7], anyl fRumerous software functions of
InnoVote products require a secure database t@atpeorrectly. These software
operations need to have access to certain talldsnaome cases, certain fields in
tables, but do not need access to others. In sases, date and time constraints exist
on when the software can perform certain operatidrge user privilege model
proposed in this document will provide the requisedurity to protect the integrity of
sensitive election data.

Reference [3] describes the structure of the damatables, proposes authentication
methods for granting access to the database, @yggsis two user privilege models.
The first of these models proposes that each Int@¥aftware product be treated as
a separate user. The second model proposes graisn status to each separate
softwareoperation. The second model, while more expensive in coatfut and
storage requirements, is demonstrably more secthis. document expands upon it
and describes exactly what privileges each softwpegation (taken from the
requirements of each Functional Design documertheed to operate correctly.
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1.3.References.
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1.4.Overview.

The remainder of this document is organized infdflewing fashion:

Section 2: Contains a list of assumptions forabeess matrix. Also contains a list
of all functional requirements (taken from the Rimtal Design documents) for each
InnoVote software product. The table shows thesstevels that each software
operation will have to every table in the databaSeme operations have time
constraints that are shown in the list as sep@&ates; it is assumed that when an
operation has only one entry in the list, the peiyés apply no matter what the date
and time are.
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2. Access Matrix

2.1. Assumptions and Dependencies.

2.1.1. Local authentication assumption

The document assumes that network security polanesthe database management
system will disallow remote logins to any databsteeed on a device running an
InnoVote software product. All user authenticationust have originated on the
local machine. This assumption implies that thiy database that any installation of
an InnoVote software product will be able to usthesdatabase for its own machine.

2.1.2. Software operation user assumption

This document assumes that the database managgystath is configured to allow
access as described in reference [3], section:5"ZI#s configuration involves
creating separate ‘users’ for every software opmrgtlescribed in the Functional
Design documents [...] that needs to use a tableh Bperation needs to
authenticate itself to the DBMS, which then grantke proper privileges.”

2.2.Matrix

Legend

FR = Functional Requirement (from the Functionasige)
CRDR = InnoVote CardReader Software

RVCS = InnoVote ReliaVote Central Server

RVPE = InnoVote ReliaVote Precinct Edition

SDRE = InnoVote SecureDRE

PRE = Time before Election Day

PST = Time from Election Day to time at which votes be deleted
R = Read entries

A = Add entries

M = Modify existing entries

D = Delete existing entries
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